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Pw(C’s 2020 Global Economic Crime and Fraud Survey

47%

Incidents Top A t
of fraud 4 3?:i:raud

told us they had experienced On average, companies

fraud in the past 24 months. reportedly experienced 6 Customer Fraud
This is the second highest incidents in the last :

reported level of incidents 24 months. Cyberorlme

in the past 20 years. Asset Misappropriation

P8 Bribery and Corruption

Reported incidents of fraud committed by customers, accounting fraud, anti-trust, human resources fraud, and

bribery and corruption — saw big increases this year.

Source: PwC’s 2020 Global Economic Crime and Fraud Survey
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Most disruptive fraud events - by industry
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Source: Pw(C’s 2020 Global Economic Crime and Fraud Survey
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Perpetrator’s: external, internal and collusion between them

F 5
. [ : 1. Customer — 26%
i External perpetrator 39% | 5 Hackers — 249,
i\ o :
“ | 3. Vendor/Supplier — 19%
*-. e .
[ 1. Middle management - 34%
Internal perpetrator 37% 2. Operations staff— 31%

3. Senior management - 26%:

Frauds committed by those you
invited in (e.g. internal perpetrators,
vendors/suppliers) represent nearly
half of all frauds reported.

Collusion between intemnal

i "
- 'ﬂ and external 20%
!l‘ v,

38

Source; Pws 2020 Global Economic Crame and Fraud Survey
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Anti fraud program as a mitigation control for fraud prevention

Company value and code of conduct

* Integrity, Positive Attitude,
Commitment, Continuous
Improvement, Innovation,
Loyalty

* All employees shall not do
fraudulent act against Company
and/or colleagues

Fraud risk assessment and fraud
awareness training

Fraud risk mitigation control is
monitored by ERM Department

Job rotation

Conducted regularly for specific roles
and position

Whistle-blowing procedures

Introduced by Audit Committee in
2013 and has been implemented in all

business units since then
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Company value

computer is
logging in to
the company
network, the
desktop
background
will show the
company
value, which
will be
changed
regularly as a
reminder to
the employee
on the
company
value

66 Learningand

tomorrow.

- William Pollard -

Tembuhkon

Kepercaoyoon

inhovation go hand in
hand. The arrogance of
success is to think that
what you did yesterday
will be sufficient for

99

An email blast
will be sent to
all employees’
email on the
quote that will
remind the
employees on
the company
value

ASUL UGS

Culture

Pembelajarandan
inOVasi berjalan seiring.
Arogansi kesuksesan
adalah berpikir bahwa
apa yang Anda lakukan
kemarin akan cukup untuk
besok.

Bertanggung
Jowab

! 'Inovasn adalah kunci. \
" Ihhovation is Key ‘

Alvron

Willism Pollard -

All employees
are required to

Hanya mereka yang
memiliki kelincahan untuk
berubah bersama pasar
dan berinovasi dengan
cepat yang akan bertahan.

Only those who have the

agility to change with take training on
. the market and innovate

company value
quickly will survive. Rk ke pany
e | a through e-

learning system

Mindari

Conflict +

OFf Interest

- Robert Kiyosaki -

JUJUR, SERTA MFNUMBUNK!N KEPERCAYAAN UKANGD LN,

il



Whistle-blowing procedures

If deemed appropriate, AC
may engage appropriate
external independent

advisors, at the Company’s Step 4
expense
, Action(s) brought up to
Complaints can be Step 3 Senior Management
submitted to Head of IA,
H.ead of HR, Eer:ujclve 2 ACinvestigates and
Director or AC Chairman Step 2 evaluates complaint(s)
and determines
? Recipient(s) forward to appropriate action(s)
Step 1 Audit Committee

Staff submits
complaint(s)

All complaints shall be treated as confidential, and the
anonymity of the whistle-blower concerned will be
--------------- maintained until the whistle-blower indicates that he/she

Complaints can be submitted in ) )
does not wish to remain anonymous

confidence and without fear of

retaliation
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Fraud awareness workshop/e-Learning

Launched in December 2018
Fraud awareness workshop:
#13 December 2018, where 55
peoples were invited
#2 7 December 2018, where 84
peoples were invited

Fraud awareness workshop:
2 December 2019 where 70 New e-Learning Module

FRAUID AWARENESS WORKSHOP Lacm ). peoples were invited "
' ' CONTENTS 3 ' i
V \,% "' i \? « Pengenalanakan jenis-jenis Fraud, red flags . ' JOINUS!

disertai dengan contoh-confoh praktis.

a: + Wentifikasirisio terjadinya fraud dan bagai
haud memberikan respon atas terjadinya fraud
- / + Querview mengenal bagimana membangun system

untuk D Indikas| fraud,
termasuk melaporkan terjadinya fraud

Overview dan Fraud Risk Management Framework,
terutama aspek fraud awarenessnya.
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IA role in auditing anti fraud program

Control environment .
Review the company’s code of conduct
and its implementation.

Fraud risk assessment

Mapping the existence controls to potential
fraud scheme and identifying GAP.

Control activities

Assess the compliance of procedures and
policies of business processes,
authorization limit and segregations of
duties.

Monitoring -
Evaluate the anti fraud program through

independent evaluation of the fraud risk
assessment.

. Fraud related information and communication @

Review effectiveness of fraud risk
awareness training and whistle-blowing
procedures.
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What anti-fraud controls are the most common in the Asia-Pacific region?

Percent of cases

Control

2010 2012 2014 2016 2018 2020 Code of conduct (COhtl‘O'
External audit of financial statements 83.9% 91.5% 90.0% 88.2% 93% 93% enVironment) rank #2 fOI‘ the
Code of conduct 68.5% 83.4% 89.4% 85.2% 87% 88% past 10 years
Internal audit department 73.2% 81.6% 85.1% 83.6% 80% 84%
Management certification of financial statements 62.8% 81.8% 79.0% 80.2% 79% 80%
Management review 59.4% 66.3% 72.2% 72.3% 71% 78%
External audit of internal controls over financial reporting 64.4% 74.0% 73.9% 74.5% 73% 75%
Hotline 43.3% 58.0% 62.7% 65.7% 74% 72%
Independent audit committee 54.7% 75.7% 78.1% 68.1% 69% 71%
Fraud training for employees 37.2% 46.7% 55.5% 53.3% 59% 64%
Fraud training for managers/executives 40.9% 51.4% 50.9% 50.8% 57% 62%
Anti-fraud policy 36.6% 48.9% 57.9% 46.8% 60% 59%
Employee support programs 22.5% 35.5% 47.8% 48.3% 49% 50%
Dedicated fraud department, function, or team - - 44.2% 44.4% 42% 50%
Formal fraud risk assessments - 39.9% 32.3% 32.6% 37% 45%
Proactive data monitoring/analysis - - 30.0% 34.4% 32% 43%
Surprise audits 39.3% 44.2% 40.6% 41.8% 34% 36%
Job rotation/mandatory vacation 21.8% 25.3% 22.2% 24.6% 16% 32%
Rewards for whistleblowers 9.4% 12.1% 6.9% 7.8% 1% 15%

Source: Association of Certified Fraud Examiners, Report to the Nations, Global Study on Occupational Fraud and Abuse (www.acfe.com). 10



How is occupational fraud initially detected in the Asia-Pacific region?

Percent of cases

Detection Method

2010 2012 2014 2016 2018 2020 Tip or whistle blower rank #1 for the past 10
Tip 423%  436% 539 45.2% 47% 44% years for fraud initial detection while internal
Internal audit 14.3% 19.6% 10.9% 15.8% 16% 15% audit rank #
Management review 11.3% 14.2% 1.7% 13.1% 10% 1%
Other - 1.0% 1.6% 4.1% 4% 7% . .
e termal audit - S5t i s o - i In 2010, detection method “by accident” rank
Account reconciliation 5.5% 3.4% 6.3% 5.0% 3% 5% #4 and by 2020’ it rank #7
By accident 8.9% 4.4% 3.1% 2.7% 4% 3%
Surveillance/monitoring 2.7% 1.5% 2.3% 0.9% 2% 3%
IT controls 0.7% 2.5% 1.6% 0.9% 1% 2%
Document examination 4.4% 2.0% 1.6% 1.4% 3% 2%
Confession 2.4% 1.0% 1.6% 0.5% <1% 2%
Notification by law enforcement 1.7% 2.9% 2.3% 4.5% 1% 1%

Source: Association of Certified Fraud Examiners, Report to the Nations, Global Study on Occupational Fraud and Abuse (www.acfe.com).
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